W=

HEEM BT 2 2R (2016 3 —F )

BEAMGRa Tl
REEHRST

(2016 B—ZFEF)

Qa@eﬁa

AQZHI.COM

www. aqzhi. com

2016.5

Copyright ©2016 % 4{#. All Rights Reserved.



W

AQZHLCOM

HEEM BT 2 2R (2016 3 —F )

WEHE

LA EAT AR R FE T UG s, A R EH s 1) 0 77 12 47 Mk R A
TR HAT PPN A3 AT, AR X ELIE I 4 Al AT b 336 5% ELIE I 4 i A ]
AT 22 A VT A B AL XURE 24T o

AR BT B B P BRh A B AR B AT R AR, it 336 AR
TARAERAT 0T, AFEE =7 A 44 K. P2P A F] 150 &\ A% 110 K. TH ok
Gl 32 5%, FEMNSS LA, Rl e, MA%Ae. EMlEse. M%Lse. B
24 6 NEEEHEAT MR AL AT

i Z A ERAT R —F B BRI

AR 2016-5-4 2 fHEHE, BN ERATI 22 {E N 857, BRI N
“—f” . 3336 NaE], Hb 182 K (54%) RN CRLF” 5 99 K (30%)
TR “—f7 5 55K (16%) W “B”

BEURL 22 4 ) VBN 3l 336 XML T 288 FRAFAEIZ NG, £)86%, %
TG ARATRFAR 0 L 2, @ T RMYa K, (RS B — A1 oL,
336 FHLHHH 288 X (86%) KA RMESFIRY, FELLSE BHEXK,
MR T BRAZEEE M. 1097 ML EE BiEEL B, &L Whois
AU EHRZEMMER .

HLUE N 22 A 2 2 A A, 7E 336 ZKHPAT 140 FAFAE N FH 22 42 R,

(o, 2905 42%, FE AR 5 =T e 6 B R AT 2 A e IR A4 32 2 Web
Wik, HPA 134 FHM (40%) BAFFHE T ZEWHE, WY MAZE B
MIEZERRE. I 90 RAFERI 208 FE=F 24X FHZARRAESR, P
AT 30 RABEEE 1. 5 MFH.

336 XML AT 111 5K (33%) A rlfFAERE T ML AR, 90 RAILH 55
A TP 2B, FLRI 2381 N AMIFREIERER .

Copyright ©2016 % 4{#. All Rights Reserved.




W

AQZHLCOM

HEEM BT 2 2R (2016 3 —F )

R e R AR

2 A (EARIE SN Rl A S B AT 92300, LIRS e bn A

A, HETH 12 WU e MR bR S 2 e P AT AT

AR WA, B P B ] RERRIE B

AW A A B AR R4, B R RETCE T )

HERE RS ERAF b A s R BRI, R A R RE A A s S s A
IP #d TP W sl sttt T B S MR Do 2% 1E 3 7R

IR AR HIR 22 2tk X B3R T RS 2 2w

Web By fE£k Web RGEZ 1 RE M Web Bralr Bida

RAE Btk ER A REESAL IR, 448 B B DA ] e Il A2 B A ULy
k55 BttER Al i) A K S 58 =07 Bl P b itk R, AT BE LS AL A
BURE R

BEAN EERGLEEIETT. Wi, KADEEEAS

B ML MNP ENTRECAWAR, HFHEAKRS . FIREF
FHRE (R RGEM 4 IE % DDOS 548 k55 Mk

/)

N IR S EE R I F A = iR 5s B

Copyright ©2016 % 4{#. All Rights Reserved.



W=

HEEM BT 2 2R (2016 3 —F )

FREEHTEIZ ..ottt 2
PUBEFEARIEER ..o vvovecveecseeee ettt 3
1. FFNVIEARABE DL covovoee st 5
Lol AR AE NN oot 5
120 FZIBNEZE I FEGETE oot 6
130 EHIERIBE TR ZETE et 6
2. P I3 LA ITA ©oevoveoe e 7
3. T KU TEZH T oottt 9
3oL JRTHHEFE KU Z3HT oottt 9
3.2 BT IUZE U Z1 T oottt 10
3.3, IHAEEHETE I HT oo 11
BEE s FLIBERA RN T A4 B oot 12

Copyright ©2016 % 4{#. All Rights Reserved.



HEEM BT 2 2R (2016 3 —F )

1. ANk SRR

MR 2016-5-4 ZAEHIE, FHN Gl
APk Ze AeAl g 857, BRI N “—
ERRSMRLME 7 . 3336 NATE], HA 182 K

(54%) TPHIN “REEF” 5 99 K (30%) ¥
ol “—R&” ; 55 K (16%) TR “i
B,

VP BorE BAHE s
BT 901-1000 182 54%
— % 601-900 99 30%
BE 400-600 55 16%
1. 1. BEZEAE 0
T | e e emen, essegm se  ses se semesgmme o oo mommommes oo b g e
S A LI S B X Tt e e " a0 e
B . '. o '........ ey e . -." . e o e

600 | o o
500
400
300

MNEZ AR ARTE IR, Horb 211 SIHURS 0 i T 855 TP 3948 857, 125 5
WU R T PIME, LR AT R ZHER A RIFHPIRES, P70 sk
T EITARAIAG 0~ 7, AR EC0h 339 7).

Copyright ©2016 % 4{#. All Rights Reserved.



HEEM BT 2 2R (2016 3 —F )

1. 2. #%MBNV %5 R4G0H

HEER

p2p

B

R iR
FIE PR REF — BwE
BT Ad 780 44 16 15 13
P2p 853 150 72 59 19
R 902 110 78 19 13
TH 2% S 829 32 16 6 10

RIS 032, PP AR EERE, 150 FKHH T “—” il “Bz=” KF
(1A 78 5%, MIRTHAT I 52%, “FI2e 41N 853 43

BN TP 24l s 902 4, 110 XML “—f” T “i52” KFH
32K, NEAREAFN 29%.

1. 3. HEXMHE =4t

ZAEX LM B BT o geit, RIS SN A4 L T 1A BRI
HIENUIRSS CAIRT Web AR5 HIRAEE ) FI R 1P Hidik.

Copyright ©2016 % 4{#. All Rights Reserved.



HEEM BT 2 2R (2016 3 —F )

2500 FH, 2377 FH1, 2364

FEH, 2042

2000 1P, 1873

1P, 1752

1500 FH1, 1361
1P, 1008
1000
IP, 563
e . B4, 254
o ] ]
BE=30T P2P & HESE
wHE e -IP
SEIENME
BeHE FHHE P HE HRE
5= At 346 2377 1752 102
P2P 590 2042 1008 24
s 254 1361 563 20
TH 24 258 2364 1873 140
Rk 1448 8144 5196 44

44 F3E =TT AT A RIS BRI %, RN A XU e oK, AR AR o BB T
IRAL . LA TP Mkt S =07 SO A IR A LA 346 A4, AR AL
2377/, AR IP #iht 1752 4, PR MG 102 N EEN =, 24EF
11584 780,

2. R oA R BV

WRYEAL N MG B e N B B RS, 456 XS, UMV, PR, 2L
BN E) S T B AR S A KU T SRR, P REAR TS S 6 KU ol
Faia. MM%a, BRhEa. EhRe, M geMitiese) ey
r CRERFE RS % A i A7 A, FRAE N 22 RN 2% 22 42 5 T

i 7
Copyright ©2016 % 4:{H. All Rights Reserved. 8



HEEM BT 2 2R (2016 3 —F )

HHRe

MBERE

140
120
100

80

58
60

40 31

20

WHERe

RfARE

BRfARe

MARSE

ffRS

19

Ejb

EETSAE mp2p RH wHEER
P10 B S VA R N WE HER
BE =E RE RE RE RE 27&2
44 31 24 44 33 15 0
150 58 77 127 75 86 0
110 26 22 91 37 23 0
32 17 17 26 19 14 0
336 132 140 288 164 138 0

T8 3o 27 A A G BB Y G A T MY B — 2 R ) B A A
1. BEAL 24 in) J Ry, 336 MK 288 FKAFAEZ K, £186%, T H &4 Kk

fTRSARAIRY I A %, 2R

7
=3
H

=%
i

WAV K, (B RR A, MUR TEAH 7 Hr L 3.3

2. HRMHZEMENZ4E, €336 KTH 140 KAEERH 22N, 205
42%, TR R R =05 IR T 6 EORAT LA, 336 N AT 111 K (33%)

Copyright ©2016 % 4{#. All Rights Reserved.

it 8



W=

HEEM BT 2 2R (2016 3 —F )

N EAFAEAR T 2 1 S, XU VRS L 3. 1 FEAT 3.2 F.

3. EERK MM

ZAAERARIE T 12 DR TEbRSCHE 6 DMERL RG22V, 2090 % TS SR bR
SO (R B AT G (3 3 A v 1 [

350

300 288
150 134 138
111
100 90 93
65
50 32
L — - I :
oo HRREARE potatE PHE RRERE WEBKE HEERHE  KSHESHE BRAB EPR%E RERE AERRE
wAE) AR W4 IP Wil WEB M4 iks BRSO OEST ®F OO8F
£ Ef Bk g BRSO Bk BE O EBE R Mg mE =K
CHEV 0] 0 28 5 12 24 1 44 20 29 19 15 0
P2P 2 37 3 27 75 6 127 8 39 50 86 0
I 0 10 1 18 18 5 91 1 10 31 23 0
TH Pl 1 15 2 8 17 3 26 3 15 11 14 0
§s¥sS 3 90 11 65 134 15 288 32 93 111 138 O

3. 1. IR B R 53T
LI 2 Ak X AT R 2 AR R RAZ AR JE A B, B eI IS

BIATT, SIREREBEE AL R, i 22 4 0 1] 5935 Bh 7 b i e A AR
P, G (R S (177 A

Copyright ©2016 % 4{#. All Rights Reserved.



AQZHLCOM

Qﬁﬁa

HEEM BT 2 2R (2016 3 —F )

e I R

60%

MBI

&

R 1.5 MR-

b5 T R AT RIS 2016-05-03

T 88 11 48 A K B ALY K A F 2016-05-03
18] 5 BLIE A A7 i Bxss 2016-05-03
5% Gitomcatfic 5 A< X4 [ getshell 2016-04-29

iappJLﬁ$22é;Eﬂ%ﬂ 2016-04-28
AndroidZ% /* SR A S 3T 2016-04-28
TR A A PRI TIRIF 2016-04-28

A SQLE SRR 2016-04-28

P EL B A 24 T Brgetshell RI B I K 2016-04-28

W EEARAGENFNER 2016-04-28
A FAESQLIEA 2016-04-27
o T it 3% AR S B (cookie\ B 1% \4: P\ I 2016-04-27

{ ZZUISEYN 2016-04-27
{ ZZUSEYN 2016-04-27
WHIXSS 2016-04-27

L K& 558 =5 S BUSER R, N2 2R, TS
2. FHRIFEME AR B ROR BEAT B 5

3. KT REA AT Z A TR SRS ENNR, SIRFEEET 288, RER
Ez N TAE, RIEEERG L. TRNZ

IR B RS R, 523
AR .

3. 2. 187 W2 XK 23-Hr

W28 1A (1 iR 55 45 B 25

Al DAPHEART . JE1T, BAREERIEY “ A

K7, XN T A B B AT N .

Copyright ©2016 % 4{#. All Rights Reserved.

336 XA 134 KHH (40%) BATFHE
TRERR, HRTMNHAZEBREEER

i 90 RN LA IL 208 2655 =7 waAk X £
2z A dmiRdsR, PR AT 30 KA

byl 10



v

Z2(H

AQZHLCOM

HEEM BT 2 2R (2016 3 —F )

2 7
3 N
3 N

5 T ST AR SS A BR A E]
R RS A RRAE

i SRS AT RO E]

3
B e

A AN SR VNG

B M4

67%

v

A
A

L\L\

DI
AT

A R A R E]

LE@X

1.

JUIEEE

2016-05-03 13:29:47
2016-05-03 13:24:42
2016-05-03 13:04:46
2016-05-03 10:54:56
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-03 00:00:00
2016-05-02 10:07:11
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-02 00:00:00
2016-05-01 18:59:33
2016-05-01 13:20:45
2016-05-01 10:56:16
2016-05-01 01:29:38
2016-05-01 01:23:05
2016-05-01 00:00:00

2n18.NE_N1 AN-AN-NN

I BT AR 7 DR 28 Bk N2 X 4%, G SRR il 5% X 45 U
T SRR P 2 Mk S AR A, T
Ja T, Ies 2 b 2 R4

A 2 AR B, AT A

3. 3. W5 Bt B KUK 24T

336 ZHLHA 111 K
[P 28 1) IR o

90 RNILA 55 4> TP W24 52 35
2381 25X M ARE B K

T H g H A A K

tcp@syn_flood_source
tcp@syn_flood_source
tcp@syn_flood_source
tcp@syn_flood_source
C&C;

C&C;

tcp@syn_flood_source

C&C;

tcp@syn_flood_source
tcp@syn_flood_source
[GET]Infomation Leak Attack
tcp@syn_flood_source
tcp@syn_flood_source

C&C;

(33%) AFF{EES

i, S I

"3879

"3246

"442

"073

IP used by suppobox C&amp;C+

IP used by suppobox C&amp;C+

Scanning Host+:[;

"918
IP used by suppobox C&amp;C+

IP used by suppobox C&amp;C+

Scanning Host+:[;

5182

2298

/template/.bashrc

6054

"r264

IP used by suppobox C&amp;C+

NS AR G REAT A A XU T4 5

EHL FFREARLD,

FEVEN I RREEME A 5, RIS . BRARIhE . BTG, Email SEEAHME R

R A7 Ak B4 whois 5 B EHEEF, RS ATFEMEIXEES, B
PRESZNL

Copyright ©2016 % 4{#. All Rights Reserved.

i 11



'”ﬁéﬁ
AQZHLCOM
IR S iAT Ik 2 AR s (2016 BB ZREED

BaERHER

336 KA 288 X (86%) HIHARMEEFLR
¥, FEZAEBMERR, WRTRARENE
=3}

1097 A BA HFERARAMRY, BT Whois AT
DA IR A MR B

phone
fax
email
phone
email
email
email

DCp.COm.cn

MBI

S ARA TR, HiERARAGRY . (RGRAGEY: RS2 FEHTL
W ERE RGN BiE . ERESEE EAATT, D SR
XA AT RPN R EPSY 271 E

fiR. EEKM SR A T 4R

TR, Ao%E

AEHRL R RIS BOARA R 7] =5 34
AR ERFIERHA TR ] =534
JertidEaliE s B ARA TR H] =534
AR 55 A TR AN F] =05 34
R Dy 1 7% 95 IR 55 A TR (A ] =05 34
IRIT AT ST A PR ] =5 34
T ARIBR IR 2% 2 A A TR AN ] =5 34
T P A &y — 088 ST A R 2% AT PR 2 ] =534
TP T AR B BORAT IR ] =534
JA b — 28 - ST AR S5 A R A ] =5 34
TLI5 Bt £ 55 A TR AN =534
FEAT AR B AT PR A W] =5 34

Copyright ©2016 % 4{#. All Rights Reserved.

nlo12



Qﬁﬁa

AQZHLCOM

HEEM BT 2 2R (2016 3 —F )

T 156 188 TR 8% 5 AR iR 95 A7 TR 22 ] 0= At
PRek S AHERAE B ARAF =07 At
EXBN A 35 i7 7 55 A PR A =] =07 At
BRI ST AT BR A F] 0= At
BEM (b)) EEEAFRAF =07 At
R i — 3 3 A TR ] =07 At
ZAiE LA 45 IR 55 A BR A ] =07 At
g A iR 55 A BR A ] 0= At
EESAAR IR 55 A BR A ] 0= At
A B mAE BARS A BRA F] =07 At
R E AR N AR A TR A F] =07 At
VA AR %5 A FR A F] 0= At
ARG EEAARAF] =07 At
AT - S IR S5 A BR A ] =07 At
AR A A IR S5 A R ] 0= At
GRINTH I A R A R ] 0= At
TR RA 188 40 i R 265 B iR 25 A R A ] 0= At
RN T 21 R 28 B iR 55 A PR A =] 0= At
T E R SBHR S A BRAF =07 At
GRS B A B A BRAF =07 At
KRR T — @ FBRAF 0= At
REHAEHEARATF =07 At
T I S TR 8% AR 55 P A A PR 22 ] 0= At
MERIEL (Abn0) BHEA RAH] =07 At
WO @R E RS E B RS A RAF] 0= At
HAHE B A BR A ] =07 At
Gy 18 ST A BRAY E] 0= At
RIE 5 A IRAF 0= At
RN 28 B A RN ] =07 At
R I Rl A PR 4 ] 0= At
SAFE (PE) M EEARGBRAH 0= At
BEAME BT S A IR A F] =07 At
168 A ¥ P2P

365 51 P2P

91 HEW P2P

e B [E] P2P

E 5¥ p2p

PPmoney P2p

A P2P

P 9t P2P

R P2p

2 de F p2p

T p2p

Copyright ©2016 % 4{#. All Rights Reserved.



W

AQZHLCOM
L ST %A AR (2016 45— TR
2R E M p2p
o104 4 P2P
458 P2P
o & p2p
PN, P2P
WL E p2p
Tk 0 p2p
P BT P2P
KFW4xb P2P
T AR 4 Rk P2P
Hh bR 45 il p2p
LR P2P
MEHT P2P
oL Y P2P
b= p2p
R P2P
A5 p2p
i e I P2P
J{E 58 P2P
DL p2p
s p2p
H T P2P
G P2P
o LY p2p
AR P2P
FME BT P2P
(ERERZ N P2P
AN ESillEs'q P2P
JEi s p2p
LRl A e p2p
TR P2P
RIS P2P
I8 5 % p2p
T p2p
4k P2P
MAGET P2P
R 5 p2p
& ety p2p
GER p2p
RN P2P
S MY p2p
Sk P2P
SHE p2p

Copyright ©2016 % 4{#. All Rights Reserved.



W

AQZHLCOM
L ST %A AR (2016 45— TR
EHEL p2p
o] P2P
&Rk T P2P
EAELL P2P
SR P2P
BT P2P
JLH P2P
HER P2P
e NNy p2p
&Y P2P
GRS p2p
LI7 5 p2p
WA p2p
i 45 9% p2p
AL & P2P
I G P2P
AR5 P2P
AL P2P
EFE DT P2P
MR 2R P2P
e p2p
Fii <22 T P2P
LA p2p
F ) 4 P2P
RARDE p2p
RAE Y P2P
R DE p2p
IR p2p
E{SE (SN p2p
S £ p2p
R BY P2P
J T8 < P2P
T H p2p
BEwE P2P
B P2P
B EEZ P2P
Bk P2P
R P2P
NN p2p
NN p2p
N p2p
ik U1 P2P
il 4 T P2P

Copyright ©2016 % 4{#. All Rights Reserved.



W

AazHLeon T ST % A R (2016 B0

E3 AR P2P
i ER A 5% P2P
EX A P2P
12 5 B¢ P2P
i & BT P2P
A 4 P2P
Ve P2P
HEX p2p
DYk Bt P2P
SR < p2p
¥ S ) 4% P2P
KM p2p
PR Y p2p
[ 5% P2P
PB4 P2P
W ) 5 p2p
BT P2P
SN p2p
TN p2p
TR AT p2p
) b4 i p2p
/N4 P2P
/0N ER A P2P
NI P2P
B2 P2P
HroEn T P2P

il P2P
Bl P2P
EH=E p2p
EAII P2P
SUREBEN P2P
— i P2P
HAGE p2p
5 5% M P2P
B by P2P
RE p2p
BT P2P
FRL P2P
R M P2P
FREE M P2P
Vi P2P
A A M P2P
A P2P

Copyright ©2016 % 4{#. All Rights Reserved.



Qﬁﬁa

AazHLeon T ST % A R (2016 B0
ERT p2p
KADE P2P
AT P2P
Wiwd E 5% P2P
HTE B p2p
R p2p
5 0 & p2p
IR AEZ p2p
AN p2p
BRE Y p2p
28 % R
36 % A
58 A% M R
91 W% AN
E - 4% A
e N% A
V2IPO €)% AN
A A
A A
P LN A
BHEIL A
e KDL AR E A
A AR % A
(EEENEEs'S A
Sy A
W& AR A A
FREE A
%id A
% B A
fitk 25 A% 5 A
B4 bl A
B AL A
B4 A
ik e K A
NS5 A
KK %E A
RFEH A
DY AE A
HAFM A
EaE kel A
vl A
EZ e A
W4 58 AR A

Copyright ©2016 % 4{#. All Rights Reserved.



W

AazHLeon T ST % A R (2016 B0
Ji 25 WK A
Ji& AR A
I BUE A
Ji& AR A A
W IR T A
NEAN R
Pkl A
Gk R
Mz % A
R A
LA AFE A
A% A
HREREK A
UWIRAN - A
RE W A
REAE A
BRT A
CARINE A
WL} Ak A
KEM A
SR A
RIEE A
80155 W/ AR B BT A
FHEARE A
FERE R
REME A
R A
A A
ERAE A
ANE1K A
AN A
KA A
AT HE 4 A
RAT 4 A
RAEH A
AR R
RAEE A
KRR A
EEZ=2S A
47 el R
AL A

Copyright ©2016 % 4{#. All Rights Reserved.



W

AQZHLCOM

HEEM BT 2 2R (2016 3 —F )

B It o
[pEEdE %
EM %
M E %
LA o
INEARGE o
HFE L %
25T %
BRI o
5 % M %
i FE AR %
I8 53 %
VAR IR o
niF ek %
=k %
T R
Bl %
eI %
HUEAREY %
IR %
IRT T %
N %
ARB AR T %
IRF %
IRBER %
N g %
ARBEAE %
R %
ARIR AR %
AR %
MFRER A %
B2 %
BAI %
S 4lm %
iy L 72 L 1H 9 it
RN 1H 9 it
FI A B 1H 2 A
ABER W P b 1H 2 A
9y {H 9 it
pag AR(et {H 9 it
I K {H 9 it
pag SP {H 9 it
RS {H 9 it

Copyright ©2016 % 4{#. All Rights Reserved.



W

razHieom R AT R (2016 55D
JRA= 43 1 T % 4t
] 569 2 T4 B A
W IRH Bt T8 B & Fit
TAACTH P 4l T8 B & Fit
T4 T8 Bl & Fit
TEASIH Tt T8 Bl 4 Fit
SR 155 T8 B & Fit
SR T8 Bl 4 Fit
TR Tt T8 Bl & Fit
HARHE% T8 o At
&+ TH % 4t
o FyH &R T8 B & Fit
LR T8 Bl & Fit
P2 et T8 Bl 4 Fit
NN 533 T8 Bl 4 Fi
75T 4k T8 B & Fit
KRR T8 Bl 4 Fi
JIIE B 4 b T8 Bl 4 Fit
Jefede TH % 4t
(ERGEN T8 Bl 4 Fit
PV H 4Rl T8 B & Fit
e T8 Bl 4 Fit
HHER VH 2 4 il T8 Bl 4 Fi

Copyright ©2016 % 4{#. All Rights Reserved.



